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• Moved proposed § 142.308(b)(3)(ix), 
‘‘Testing and revision,’’ to 
§ 164.310(a)(2)(iii) and renamed as 
‘‘Access control and validation 
procedures.’’ 

• Moved proposed § 142.308(b)(4), 
‘‘Policy and guidelines on workstation 
use,’’ to § 164.310(b) and renamed as 
‘‘Workstation use.’’ 

• Moved proposed § 142.308(b)(5), 
‘‘Secure work station location,’’ to 
§ 164.310(c) and renamed as 
‘‘Workstation security.’’ 

• Removed proposed § 142.308(b)(6), 
‘‘Security awareness training,’’ as a 
separate requirement. This requirement 
has been incorporated under 
§ 164.308(a)(5)(i), ‘‘Security awareness 
and training.’’ 

• Combined and moved proposed 
§ 142.308(c) and § 142.308(d), 
‘‘Technical security services to guard 
data integrity, confidentiality and 
availability’’ and ‘‘Technical security 
mechanisms,’’ to § 164.312 and renamed 
as ‘‘Technical safeguards.’’ 

• Removed proposed § 142.308(c)(1) 
since it is no longer pertinent. 

• Moved proposed § 142.308(c)(1)(i), 
‘‘Access control,’’ to § 164.312(a)(1). 

• Moved proposed 
§ 142.308(c)(1)(i)(A), ‘‘Procedure for 
emergency access,’’ to 
§ 164.312(a)(2)(ii), and renamed as 
‘‘Emergency access procedures.’’ 

• Removed proposed 
§ 142.308(c)(1)(i)(B). 

• Removed proposed 
§ 142.308(c)(1)(i)(B)(1), ‘‘Context-based 
access,’’ § 142.308(c)(1)(i)(B)(2), ‘‘Role-
based access,’’ and 
§ 142.308(c)(1)(i)(B)(3), ‘‘User-based 
access,’’ since these features were 
deemed too specific and were perceived 
as the only options permissible. 

• Moved proposed 
§ 142.308(c)(1)(i)(C), ‘‘Optional use of 
encryption,’’ to § 164.312(a)(2)(iv) and 
retitled ‘‘Encryption and decryption.’’ 

• Moved proposed § 142.308(c)(1)(ii), 
‘‘Audit controls,’’ to § 164.312(b). 

• Removed proposed 
§ 142.308(c)(1)(iii), ‘‘Authorization 
control,’’ and all implementation 
features (Role-based access, User-based 
access) since this function has been 
incorporated into § 164.308(a)(4), 
‘‘Information access management.’’ 

• Moved proposed § 142.308(c)(1)(iv), 
‘‘Data authentication,’’ to 
§ 164.312(c)(1), and retitled as 
‘‘Integrity.’’ Reworded part of 
description and placed in 
§ 164.312(c)(2), ‘‘Mechanism to 
authenticate data,’’ a new, addressable 
implementation specification. Removed 
reference to double keying. 

• Moved proposed § 142.308(c)(1)(v), 
‘‘Entity authentication,’’ to § 164.312(d) 

and retitled as ‘‘Person or entity 
authentication.’’ 

• Moved proposed 
§ 142.308(c)(1)(v)(A), ‘‘Automatic 
logoff,’’ to § 164.312(a)(2)(iii). 

• Moved proposed 
§ 142.308(c)(1)(v)(B), ‘‘Unique user 
identification,’’ to § 164.312(a)(2)(i). 

• Removed proposed 
§ 142.308(c)(1)(v)(C) since text is no 
longer pertinent. 

• Removed proposed 
§ 142.308(c)(1)(v)(C)(2), ‘‘Password,’’ as 
too specific. 

• Removed proposed 
§ 142.308(c)(1)(v)(C)(3), ‘‘PIN,’’ as too 
specific. 

• Removed proposed 
§ 142.308(c)(1)(v)(C)(4), ‘‘Telephone 
callback,’’ as too specific. 

• Removed proposed 
§ 142.308(c)(1)(v)(C)(5), ‘‘Token,’’ as too 
specific. 

• Removed proposed § 142.308(c)(2), 
as no longer relevant. 

• Moved proposed § 142.308(d)(1), 
‘‘Communications or network controls,’’ 
to § 164.312(e)(1) and renamed as 
‘‘Transmission security.’’ 

• Removed proposed 
§ 142.308(d)(1)(i), since it is no longer 
pertinent. 

• Moved proposed 
§ 142.308(d)(1)(i)(A), ‘‘Integrity 
controls,’’ to § 164.312(e)(2)(i) and 
reworded for clarity. 

• Removed proposed 
§ 142.308(d)(1)(i)(B), ‘‘Message 
authentication,’’ since this subject is 
now covered under § 164.312(e)(2)(i), 
‘‘Integrity controls.’’ 

• Removed proposed 
§ 142.308(d)(1)(ii) text since it is no 
longer pertinent. 

• Removed proposed 
§ 142.308(d)(1)(ii)(A), ‘‘Access 
controls.’’ 

• Moved proposed 
§ 142.308(d)(1)(ii)(B), ‘‘Encryption,’’ to 
§ 164.312(e)(2)(ii) and reworded to 
enhance flexibility and scalability. 

• Removed proposed § 142.308(d)(2) 
text regarding: ‘‘Network controls,’’ and 
all implementation features (‘‘Alarm,’’ 
‘‘Audio trail,’’ ‘‘Entity authentication,’’ 
‘‘Event reporting’’). 

• Removed proposed § 142.310, 
‘‘Electronic signature,’’ and all 
subheadings. This section will be issued 
as a separate future regulation. 

• Moved proposed § 142.310 
‘‘Electronic signature Standard,’’ to 
§ 164.310. Where this section was 
proposed to contain the electronic 
signature standard, it now encompasses 
the ‘‘Physical safeguards.’’ 

• Moved proposed § 142.312, 
‘‘Effective date of the implementation of 
the security and electronic signature 

standards,’’ to § 164.318 and retitled as 
‘‘Compliance dates for the initial 
implementation of the security 
standards.’’ Reworded and retitled 
subsections. 

• Added § 164.105, ‘‘Organizational 
requirements,’’ with two standards, 
‘‘Health care component and ‘‘Affiliated 
covered entities’’ with related 
implementation specifications.

• Added § 164.310(d)(2)(ii), ‘‘Media 
re-use procedures,’’ implementation 
specification. 

• Added § 164.312, ‘‘Technical 
safeguards,’’ encompassing the 
combined technical services and 
technical mechanisms standards 
(proposed § 142.308(c) and (d)). 

• Added § 164.314, ‘‘Organizational 
requirements.’’

• Added § 164.314(a)(1), ‘‘Business 
associate contracts or other 
arrangements’’ standard and related 
implementation specifications. 

• Added § 164.314(b)(1), 
‘‘Requirements for group health plans’’ 
standard and related implementation 
specifications. 

• Added § 164.316, ‘‘Policies and 
procedures and documentation 
requirements.’’

• Added § 164.316(a), ‘‘Policies and 
procedures’’ standard. 

• Added § 164.316(b)(1), 
‘‘Documentation’’ standard and related 
implementation specifications. 

• Added § 164.318, ‘‘Compliance 
dates for the initial implementation of 
the security standards.’’ 

• Renamed Addendum 1 as 
Appendix A. 

• Removed Addendum 2. Definitions 
of terms used in this final rule are now 
incorporated into § 164.103 and 
§ 164.304, or within the rule itself. 

• Removed Addendum 3. 

V. Collection of Information 
Requirements 

Under the Paperwork Reduction Act 
of 1995 (PRA), we are required to 
provide 30-day notice in the Federal 
Register and solicit public comment 
before a collection of information 
requirement is submitted to the Office of 
Management and Budget (OMB) for 
review and approval. In order to fairly 
evaluate whether an information 
collection should be approved by OMB, 
section 3506(c)(2)(A) of the Paperwork 
Reduction Act of 1995 (PRA) requires 
that we solicit comment on the 
following issues: 

• The need for the information 
collection and its usefulness in carrying 
out the proper functions of our agency. 

• The accuracy of our estimate of the 
information collection burden. 

• The quality, utility, and clarity of 
the information to be collected.

VerDate Jan<31>2003 17:54 Feb 19, 2003 Jkt 200001 PO 00000 Frm 00035 Fmt 4701 Sfmt 4700 E:\FR\FM\20FER2.SGM 20FER2



8368 Federal Register / Vol. 68, No. 34 / Thursday, February 20, 2003 / Rules and Regulations 

• Recommendations to minimize the 
information collection burden on the 
affected public, including automated 
collection techniques. 

As discussed below, we are soliciting 
comment on the recordkeeping 
requirements, as referenced in 
§ 164.306, § 164.308, § 164.310, 
§ 164.314, and § 164.316 of this 
document. 

Section 164.306 Security Standards: 
General Rules 

Under paragraph (d), a covered entity 
must, if implementing the 
implementation specification is not 
reasonable and appropriate, document 
why it would not be reasonable and 
appropriate to implement the 
implementation specification. 

We estimate that 75,000 entities will 
be affected by this requirement and that 
they will have to create documentation 
3 times for this requirement. We 
estimate each instance of 
documentation will take .25 hours, for 
a one-time total burden of 56,250 hours. 

Section 164.308 Administrative 
Safeguards 

Under this section, a covered entity 
must document known security 
incidents and their outcomes. 

We estimate that there will be 50 
known incidents annually and that it 
will take 8 hours to document this 
requirement, for an annual burden of 
400 hours. 

This section further requires that each 
entity have a contingency plan, with 
specified components. 

We estimate that there will be 60,000 
entities affected by this requirement and 
that it will take each entity 8 hours to 
comply, for a total one-time burden of 
480,000 hours. 

This section also requires that the 
written contract or other arrangement 
with a business associate document the 
satisfactory assurances that the business 
associate will appropriately safeguard 
the information through a written 
contract or other arrangement with the 
business associate that meets the 
applicable requirements of § 164.314(a). 

We believe that the burden associated 
with this requirement is not subject to 
the PRA. It is good business practice for 
entities to document their arrangements 
via written contracts and as such is 
usual and customary among the entities 
subject to them. A burden associated 
with a requirement conducted in the 
normal course of business is exempt 
from the PRA as defined in 5 CFR 
1320.3(b)(2). 

Section 164.310 Physical Safeguards 

This section requires that a covered 
entity implement policies and 
procedures to document repairs and 
modifications to the physical 
components of a facility that are related 
to security (for example, hardware, 
walls, doors, and locks).

We believe that 15,500 entities will 
have to repair or modify physical 
components, most of which will need to 
be done in the first year of 
implementation. In the following years, 
we estimate that 500 entities will need 
to make repairs or modifications. We 
estimate that it will take 10 minutes to 
document each repair or modification 
for a burden of 2,583 hours the first year 
and 83 hours annually subsequently. 

This section requires that a covered 
entity create a retrievable, exact copy of 
electronic protected health information, 
where needed, before movement of 
equipment. 

We believe that the burden associated 
with this requirement is not subject to 
the PRA. It is good business practice for 
entities to backup their data files, and as 
such is usual and customary among the 
entities subject to them. A burden 
associated with a requirement 
conducted in the normal course of 
business is exempt from the PRA as 
defined in 5 CFR 1320.3(b)(2). 

Section 164.314 Organizational 
Requirements 

This section requires that a covered 
entity report to the Secretary problems 
with a business associate’s pattern of an 
activity or practice of the business 
associate that constitute a material 
breach or violation of the business 
associate’s obligation under the contract 
or other arrangement if it is not feasible 
to terminate the contract or 
arrangement. 

We believe that 10 entities will need 
to comply with this reporting 
requirement and that it will take them 
60 minutes to comply with this 
requirement for an annual burden of 10 
hours. 

This section also requires that a 
covered entity may, if a business 
associate is required by law to perform 
a function or activity on behalf of a 
covered entity or to provide a service 
described in the definition of business 
associate as specified in § 160.103 of 
this subchapter to a covered entity, 
permit the business associate to create, 
receive, maintain, or transmit electronic 
protected health information on its 
behalf to the extent necessary to comply 
with the legal mandate without meeting 
the requirements of paragraph (a)(2)(i) of 
this section, provided that the covered 

entity attempts in good faith to obtain 
satisfactory assurances as required by 
paragraph (a)(2)(ii)(A) of this section, 
and documents the attempt and the 
reasons that these assurances cannot be 
obtained. 

We believe that this situation will 
affect 20 entities and that it will take 60 
minutes to document attempts to obtain 
assurances and the reasons they cannot 
be obtained for an annual burden of 20 
hours. 

This section further requires that 
business associate contracts or other 
arrangements and group health plans 
must require the business entity and 
plan sponsor, respectively, to report to 
the covered entity any security incident 
of which it becomes aware. 

We believe that the burden associated 
with this requirement is not subject to 
the PRA. It is good business practice for 
entities to document their agreements 
via written contracts, and as such is 
usual and customary among the entities 
subject to them. A burden associated 
with a requirement conducted in the 
normal course of business is exempt 
from the PRA as defined in 5 CFR 
1320.3(b)(2). 

Section 164.316 Policies and 
Procedures and Documentation 
Requirements 

Paragraph (b)(1), Standard: 
Documentation, of this section requires 
a covered entity to— 

(i) Maintain the policies and 
procedures implemented to comply 
with this subpart in written (which may 
be electronic) form; and

(ii) If an action, activity, assessment, 
or designation is required by this 
subpart to be documented, maintain a 
written (which may be electronic) 
record of the action, activity, 
assessment, or designation. 

We estimate that it will take the 
4,000,000 entities covered by this final 
rule 16 hours to document their policies 
and procedures, for a total one-time 
burden of 64,000,000 hours. 

The total annual burden of the 
information collection requirements 
contained in this final rule is 64,539,264 
hours. These information collection 
requirements will be submitted to OMB 
for review under the PRA and will not 
become effective until approved by 
OMB. 

If you comment on these information 
collection and recordkeeping 
requirements, please mail copies 
directly to the following:
Centers for Medicare and Medicaid 

Services, Office of Strategic 
Operations and Regulatory Affairs, 
Regulations Development and 
Issuances Group, Attn: Reports

VerDate Jan<31>2003 17:54 Feb 19, 2003 Jkt 200001 PO 00000 Frm 00036 Fmt 4701 Sfmt 4700 E:\FR\FM\20FER2.SGM 20FER2



8369Federal Register / Vol. 68, No. 34 / Thursday, February 20, 2003 / Rules and Regulations 

Clearance Officer, 7500 Security 
Boulevard, Baltimore, MD 21244–
1850, Attn: Julie Brown, CMS–0049–
F; and 

Office of Information and Regulatory 
Affairs, Office of Management and 
Budget, Room 10235, New Executive 
Office Building, Washington, DC 
20503, Attn: Brenda Aguilar, CMS 
Desk Officer. 

IV. Regulatory Impact Analysis 

A. Overall Impact 

We have examined the impacts of this 
rule as required by Executive Order 
12866 (September 1993, Regulatory 
Planning and Review), the Regulatory 
Flexibility Act (RFA) (September 16, 
1980, Pub. L. 96–354), section 1102(b) of 
the Social Security Act, the Unfunded 
Mandates Reform Act of 1995 (Pub. L. 
104–4), and Executive Order 13132. 

Executive Order 12866 (as amended 
by Executive Order 13258, which 
merely reassigns responsibility of 
duties) directs agencies to assess all 
costs and benefits of available regulatory 
alternatives and, if regulation is 
necessary, to select regulatory 
approaches that maximize net benefits 
(including potential economic, 
environmental, public health and safety 
effects, distributive impacts, and 
equity). A regulatory impact analysis 
(RIA) must be prepared for major rules 
with economically significant effects 
($100 million or more in any 1 year). 
Although we cannot determine the 
specific economic impact of the 
standards in this final rule (and 
individually each standard may not 
have a significant impact), the overall 
impact analysis makes clear that, 
collectively, all the standards will have 
a significant impact of over $100 million 
on the economy. Because this rule 
affects over 2 million entities, a 
requirement as low as $50 per entity 
would render this rule economically 
significant. This rule requires each of 
these entities to engage in, for example, 
at least some risk assessment activity; 
thus, this rule is almost certainly 
economically significant even though 
we do not have an estimate of the 
marginal impact of the additional 
security standards. However, the 
standards adopted in this rule are 
considerably more flexible than those 
anticipated in the overall impact 
analysis. Therefore, their 
implementation costs should be lower 
than those assumed in the impact 
analysis. 

The RFA requires agencies to analyze 
options for regulatory relief of small 
businesses. For purposes of the RFA, 
small entities include small businesses, 

nonprofit organizations, and 
government agencies. Most hospitals 
and most other providers and suppliers 
are small entities, either by nonprofit 
status or by having revenues of $6 
million to $29 million in any 1 year. 
While each standard may not have a 
significant impact on a substantial 
number of small entities, the combined 
effects of all the standards are likely to 
have a significant effect on a substantial 
number of small entities. Although we 
have certified this rule as having a 
significant impact, we have previously 
discussed the impact of small entities in 
the RFA published as part of the August 
17, 2000 final regulation for the 
Standards for Electronic Transactions 
(65 FR 50312), on pages 50359 through 
50360. That analysis included the 
impact of the set of HIPAA standards 
regulations (transactions and code sets, 
identifiers, and security). Although we 
discussed the impact on small entities 
in the previous analysis, we would like 
to discuss how this final rule has been 
structured to minimize the impact on 
small entities, compared to the 
proposed rule. 

The proposed rule mandated 69 
implementation features for all entities. 
A large number of commenters 
indicated that mandating such a large 
number would be burdensome for all 
entities. As a result, we have 
restructured this final rule to permit 
greater flexibility. While all standards 
must be met, we are now only requiring 
13 implementation specifications. The 
remainder of the implementation 
specifications is ‘‘addressable.’’ For 
addressable specifications, an entity 
decides whether each specification is a 
reasonable and appropriate security 
measure to apply within its particular 
security framework. This decision is 
based on a variety of factors, for 
example, the entity’s risk analysis, what 
measures are already in place, the 
particular interest to small entities, and 
the cost of implementation. 

Based on the decision, an entity can—
(1) implement the specification if 
reasonable and appropriate; (2) 
implement an alternative security 
measure to accomplish the purposes of 
the standard; or (3) not implement 
anything if the specification is not 
reasonable and appropriate and the 
standard can still be met. 

This approach will provide flexibility 
for all entities, and especially small 
entities that would be most concerned 
about the cost and complexity of the 
security standards. Small entities can 
look at the addressable implementation 
specifications and tailor their 
compliance based on their risks and 
capabilities of addressing those risks.

The required risk analysis is also a 
tool to allow flexibility for entities in 
meeting the requirements of this final 
rule. The risk analysis requirement is 
designed to allow entities to look at 
their own operations and determine the 
security risks involved. The degree of 
response is determined by the risks 
identified. We assume that smaller 
entities, who deal with smaller amounts 
of information would have smaller 
physical facilities, smaller work forces, 
and therefore, would assume less risk. 
The smaller amount of risk involved 
means that the response to that risk can 
be developed on a smaller scale than 
that for larger organizations. 

Individuals and States are not 
included in the definition of a small 
entity. However, the security standards 
will affect small entities, such as 
providers and health plans, and vendors 
in much the same way as they affect any 
larger entities. Small providers who 
conduct electronic transactions and 
small health plans must meet the 
provisions of this regulation and 
implement the security standards. A 
more detailed analysis of the impact on 
small entities is part of the impact 
analysis published on August 17, 2000 
(65 FR 50312), which provided the 
impact for all of the HIPAA standards, 
except privacy. As we discussed above, 
the scalability factor of the standards 
means that the requirements placed 
upon small providers and plans would 
be consistent with the complexity of 
their operations. Therefore, small 
providers and plans with appropriate 
security processes in place would need 
to do relatively little in order to comply 
with the standards. Moreover, small 
plans will have an additional year to 
come into compliance. 

In addition, section 1102(b) of the Act 
requires us to prepare a regulatory 
impact analysis if a rule may have a 
significant impact on the operations of 
a substantial number of small rural 
hospitals. This analysis must conform to 
the provisions of section 604 of the 
RFA. For purposes of section 1102(b) of 
the Act, we define a small rural hospital 
as a hospital that is located outside of 
a Metropolitan Statistical Area and has 
fewer than 100 beds. While this rule 
may have a significant impact on small 
rural hospitals, the impact should be 
minimized by the scalability factors of 
the standards, as discussed above in the 
impact on all small entities. In addition, 
we have previously discussed the 
impact of small entities in the RIA 
published as part of the August 17, 2000 
final regulation for the Standards for 
Electronic Transactions. 

Section 202 of the Unfunded 
Mandates Reform Act (UMRA) of 1995

VerDate Jan<31>2003 17:54 Feb 19, 2003 Jkt 200001 PO 00000 Frm 00037 Fmt 4701 Sfmt 4700 E:\FR\FM\20FER2.SGM 20FER2



8370 Federal Register / Vol. 68, No. 34 / Thursday, February 20, 2003 / Rules and Regulations 

also requires that agencies assess 
anticipated costs and benefits before 
issuing any rule that may result in 
expenditure in any 1 year by State, 
local, or tribal governments, in the 
aggregate, or by the private sector, of 
$110 million. We estimate that 
implementation of all the standards will 
require the expenditure of more than 
$110 million by the private sector. 
Therefore, the rule establishes a Federal 
private sector mandate and is a 
significant regulatory action within the 
meaning of section 202 of UMRA (2 
U.S.C. 1532). We have included the 
statements to address the anticipated 
effects of these rules under section 202. 

These standards also apply to State 
and local governments in their roles as 
health plans or health care providers. 
Because these entities, in their roles as 
health plans or providers, must 
implement the requirements in these 
rules, the rules impose unfunded 
mandates on them. Further discussion 
of this issue can be found in the 
previously published impact analysis 
for all standards (65 FR 50360 through 
50361). 

The anticipated benefits and costs of 
the security standards, and other issues 
raised in section 202 of the UMRA, are 
addressed in the analysis below, and in 
the combined impact analysis. In 
addition, as required under section 205 
of the UMRA (2 U.S.C. 1535), having 
considered a reasonable number of 
alternatives as outlined in the preamble 
to this rule, HHS has concluded that 
this final rule is the most cost-effective 
alternative for implementation of HHS’s 
statutory objective of administrative 
simplification. 

Executive Order 13132 establishes 
certain requirements that an agency 
must meet when it promulgates a 
proposed rule (and subsequent final 
rule) that imposes substantial direct 
requirement costs on State and local 
governments, preempts State law, or 
otherwise has Federalism implications. 
The proposed rule was published before 
the enactment of Executive Order 13132 
of August 4, 1999, Federalism 
(published in the Federal Register on 
August 10, 1999 (64 FR 43255)), which 
required meaningful and timely input 
by State and local officials in the 
development of rules that have 
Federalism implications). However, we 
received and considered comments on 
the proposed rule from State agencies 
and from entities who conduct 
transactions with State agencies. Several 
of the comments referred to the costs 
that will result from implementation of 
the HIPAA standards. As we stated in 
the impact analysis, we are unable to 
estimate the cost of implementing 

security features as implementation 
needs will vary dependent upon a risk 
assessment and upon what is already in 
place. However, the previously 
referenced impact analysis in the 
August 17, 2000 final rule (65 FR 50312) 
showed that Administrative 
Simplification costs will be offset by 
future savings. 

In complying with the requirements 
of part C of title XI, the Secretary 
established interdepartmental 
implementation teams who consulted 
with appropriate State and Federal 
agencies and private organizations. 
These external groups consisted of the 
National Committee on Vital and Health 
Statistics (NCVHS) Subcommittee on 
Standards and Security, the Workgroup 
for Electronic Data Interchange (WEDI), 
the National Uniform Claim Committee 
(NUCC), the National Uniform Billing 
Committee (NUBC), and the American 
Dental Association (ADA). The teams 
also received comments on the 
proposed regulation from a variety of 
organizations, including State Medicaid 
agencies and other Federal agencies.

B. Anticipated Effects 
The analysis in the August 2000, 

Transaction Rule included the expected 
costs and benefits of the administrative 
simplification regulations related to 
electronic systems for 10 years. 
Although only the electronic transaction 
standards were promulgated in the 
transaction rule, HHS expected affected 
parties to make systems compliance 
investments collectively because the 
regulations are so integrated. Moreover, 
the data available to us were also based 
on the collective requirements of this 
regulation. It is not feasible to identify 
the incremental technological and 
computer costs for each regulation. 
Although HHS is issuing rules under 
HIPAA sequentially, affected entities 
and vendors are bundling services, that 
is, they have been anticipating the 
various needs and are designing 
relatively comprehensive systems as 
they develop hardware and software. 
For example, a vendor developing a 
system for electronic billing would also 
anticipate and include security features, 
even in the absence of any regulation. 
Moreover, a draft of the security rule 
was first published in 1998. Even 
though the final is different (and less 
burdensome), vendors had a reasonable 
indication of the direction policy would 
go. Thus, in preparing the electronic 
transaction rule, we recognized and 
included costs that might theoretically 
be associated with security or other 
HIPPA rules. Hence, some of the ‘‘costs’’ 
of security have already been accounted 
for in the Standards for Electronic 

Transactions cost estimate (45 CFR parts 
160 and 162), which was published in 
the Federal Register on August 17, 2000 
(65 FR 50312). 

This analysis showed that the 
combined impact of the Administrative 
Simplification standards is expected to 
save the industry $29.9 billion over 10 
years. We are including in each 
subsequent rule an impact analysis that 
is specific to the standard or standards 
in that rule, but the impact analysis will 
assess only the incremental cost of 
implementing a given standard over 
another. Thus, the following discussion 
contains the impact analysis for the 
marginal costs of the security standards 
in this final rule. 

The following describes the specific 
impacts that relate to the security 
standards. The security of electronic 
protected health information is, and has 
been for some time, a basic business 
requirement that health care entities 
ignore at their peril. Instances of 
‘‘hacking’’ and other security violations 
may be widely publicized, and can 
seriously damage an institution’s 
community standing. Appropriate 
security protections are crucial for 
encouraging the growth and use of 
electronic data interchange. The 
synergistic effect of the employment of 
the security standards will enhance all 
aspects of HIPAA’s Administrative 
Simplification requirements. In 
addition, it is important to recognize 
that security is not a one-time project, 
but rather an on-going, dynamic 
process. 

C. Changes From the 1998 Impact 
Analysis 

The overall impact analysis for 
Administrative Simplification was first 
published on May 7, 1998 (63 FR 25320) 
in the proposed rule for the National 
Provider Identifier standard (45 CFR 
part 142), the first of the proposed 
Administrative Simplification rules. 
That impact analysis was based on the 
industry situation at that time, used 
statistics which were current at that 
time, and assumed that all of the HIPAA 
standards would be implemented at 
roughly the same time, which would 
permit software changes to be made less 
expensively. While the original impact 
analysis represented our best 
information at that time, we realize that 
the state of the industry, and of security 
technology, has changed since 1998. We 
discuss several of those changes and 
how they affect the impact of this 
regulation. 

1. Changes in Technology 
The state of technology for health care 

security has changed since 1998. New
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technologies to protect information have 
been developed over the past several 
years. As a result, HHS has consulted 
with the Gartner Group, a leading 
technology assessment organization, 
regarding what impact these changes in 
the industry might have on the expected 
impact of this regulation. The Gartner 
analysis indicated that the cost of 
meeting the requirements of a 
reasonable interpretation of the security 
rule in 2002 is probably less than 10 
percent higher in 2002 than it was in 
1998. This increase is mainly driven by 
more active threats and increased 
personnel costs offsetting decreases in 
technology costs over the past 4 years. 
However, spending by companies who 
have anticipated the security rule or 
who have independently made business 
decisions to implement security policies 
and procedures as good business 
practice(s) has already occurred, and 
probably will cancel out the increased 
costs of implementation. Therefore, 
Gartner expects the cost of complying 
with the HIPAA security standards to be 
about the same now as it was in 1998. 

2. Synchronizing Standards 
The timelines for the implementation 

of the initial HIPAA standards 
(transactions, identifiers, and security) 
are no longer closely synchronized. 
However, we do not believe that this 
lack of synchronization will have a 
significant impact on the cost of 
implementing security. The analysis 
provided by the Gartner group indicated 
that implementing security standards is 
being viewed by entities as a separate 
task from implementing the transaction 
standards, and that this is not having a 
significant impact on costs. As with 
other HIPAA standards, most current 
entities will have a 2-year 
implementation period before 
compliance with the standards is 
required. Covered entities will develop 
their own implementation schedules, 
and may phase in various security 
measures over that time period. 

3. Relationship to Privacy Standards 
The publication of the final Privacy 

Rules (45 CFR parts 160 and 164) on 
December 28, 2000 in the Federal 
Register (65 FR 82462) and on August 
14, 2002 (67 FR 53182) has affected the 
impact of this regulation significantly. 
Covered entities must implement the 
privacy standards by April 14, 2003 
(April 14, 2004 for small health plans). 
The implementation of privacy 
standards reduces the cost of 
implementing the security standards in 
two significant areas. 

First, we have made substantial efforts 
to ensure that the many requirements in 

the security standards parallel those for 
privacy, and can easily be satisfied 
using the solutions for privacy. 
Administrative requirements like the 
need for written policies, responsible 
officers, and business associate 
agreements that are already required by 
the Privacy Rule can also serve to meet 
the security standards without 
significant additional cost. The analysis 
of data flows and data uses that covered 
entities are doing so as to comply with 
the Privacy Rule should also serve as 
the starting point for parallel analysis 
required by this final rule. 

Second, it is likely that covered 
entities will meet a number of the 
requirements in the security standards 
through the implementation of the 
privacy requirements. For example, in 
order to comply with the Privacy Rule 
requirements to make reasonable efforts 
to limit the access of members of the 
work force to specified categories of 
protected health information, covered 
entities may implement some of the 
administrative, physical, and technical 
safeguards that the entity’s risk analysis 
and assessment would require under the 
Security Rule. E-mail authentication 
procedures put into place for privacy 
protection may also meet the security 
standards, thereby eliminating the need 
for additional investments to meet these 
standards. As a result, covered entities 
that have moved forward in 
implementing the privacy standards are 
also implementing security measures at 
the same time. Since the proposed 
security standards proposed rule 
represents the most authoritative 
guidance now available on the nature of 
these standards, some entities have been 
using them to develop their security 
measures. Those entities should face 
minimal incremental costs in 
implementing the final version of these 
standards. 

We are unable to quantify these 
overlaps, but we believe they may 
reduce the cost of implementing these 
security standards. The analysis 
provided to the HHS by the Gartner 
Group also stated that compliance with 
the Privacy Rule will have a moderate 
effect on the cost of compliance with the 
Security Rule, reducing it slightly.

4. Sensitivity to Security Concerns as a 
Result of September 11, 2001 

In our discussions with the Gartner 
Group, they indicated that they saw 
little evidence of increased security 
awareness in health care organizations 
as a result of the events of September 
11, 2001. However, a survey conducted 
by Phoenix Health Systems in the 
winter of 2002 showed that 65 percent 
of the respondents to the survey 

(hospitals, payers, vendors, and 
clearinghouses) have moderately to 
greatly increased their attention on 
overall security. If these organizations 
have already made investments in 
security that meet some of the 
requirements of this rule, it will reduce 
their added costs of compliance. 
However, HHS can make no clear 
statement of the impact of this attention. 

D. Guiding Principles for Standard 
Selection 

The implementation teams charged 
with designating standards under the 
statute have defined, with significant 
input from the health care industry, a 
set of common criteria for evaluating 
potential standards. These criteria are 
based on direct specifications in the 
HIPAA, the purpose of the law, and 
principles that support the regulatory 
philosophy set forth in the E.O. 12866 
of September 30, 1993, and the 
Paperwork Reduction Act of 1995. In 
order to be designated as such, a 
standard should do the following: 

• Improve the efficiency and 
effectiveness of the health care system 
by leading to cost reductions for or 
improvements in benefits from 
electronic health care transactions. This 
principle supports the regulatory goals 
of cost-effectiveness and avoidance of 
burden. 

• Meet the needs of the health data 
standards user community, particularly 
health care providers, health plans, and 
health care clearinghouses. This 
principle supports the regulatory goal of 
cost-effectiveness. 

• Be consistent and uniform with the 
other HIPAA standards (that is, their 
data element definitions and codes, and 
their privacy and security requirements) 
and, secondarily, with other private and 
public sector health data standards. This 
principle supports the regulatory goals 
of consistency and avoidance of 
incompatibility, and it establishes a 
performance objective for the standard. 

• Have low additional development 
and implementation costs relative to the 
benefits of using the standard. This 
principle supports the regulatory goals 
of cost-effectiveness and avoidance of 
burden. 

• Be supported by an ANSI-
accredited standards developing 
organization or other private or public 
organization that would ensure 
continuity and efficient updating of the 
standard over time. This principle 
supports the regulatory goal of 
predictability. 

• Have timely development, testing, 
implementation, and updating 
procedures to achieve administrative 
simplification benefits faster. This
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principle establishes a performance 
objective for the standard. 

• Be technologically independent of 
the computer platforms and 
transmission protocols used in health 
transactions, except when they are 
explicitly part of the standard. This 
principle establishes a performance 
objective for the standard and supports 
the regulatory goal of flexibility. 

• Be precise and unambiguous but as 
simple as possible. This principle 
supports the regulatory goals of 
predictability and simplicity. 

• Keep data collection and paperwork 
burdens on users as low as is feasible. 
This principle supports the regulatory 
goals of cost-effectiveness and 
avoidance of duplication and burden. 

• Incorporate flexibility to adapt more 
easily to changes in the health care 
infrastructure (for example, new 
services, organizations, and provider 
types) and information technology. This 
principle supports the regulatory goals 
of flexibility and encouragement of 
innovation.

We assessed a wide variety of security 
standards and guidelines against the 
principles listed above, with the overall 
goal of achieving the maximum benefit 
for the least cost. As we stated in the 
proposed rule, we found that no single 
standard for security exists that 
encompasses all the requirements that 
were listed in the law. However, we 
believe that the standards we are 
adopting in this final rule collectively 
accomplish these goals. 

E. Affected Entities 

1. Health Care Providers 

Covered health care providers may 
incur implementation costs for 
establishing or updating their security 
systems. The majority of costs to 
implement the security standard 
(purchase and installation of 
appropriate computer hardware and 
software, and physical safeguards) 
would generally be incurred in the 
initial implementation period for the 
specific requirements of the security 
standard. Health care providers that do 
not conduct electronic transactions for 
which standards have been adopted are 
not affected by these regulations. 

2. Health Plans 

All health plans, as the term is 
defined in regulation at 45 CFR 160.103, 
must comply with these security 
standards. In addition, health plans that 
engage in electronic health care 
transactions may have to modify their 
systems to meet the security standards. 
Health plans that maintain electronic 
health information may also have to 

modify their systems to meet the 
security standards. This conversion 
would have a one-time cost impact on 
Federal, State, and private plans alike. 

We recognize that this conversion 
process has the potential to cause 
business disruption of some health 
plans. However, health plans would be 
able to schedule their implementation of 
the security standards and other 
standards in a way that best fits their 
needs, as long as they meet the 
deadlines specified in the HIPAA law 
and regulations. Moreover, small plans 
(many of which are employer-
sponsored) will have an additional year 
in which to achieve compliance. Small 
health plans are defined at 45 CFR 
160.103 as health plans with annual 
receipts of $5 million or less. 

3. Clearinghouses 

All health care clearinghouses must 
meet the requirements of this regulation. 
Health care clearinghouses would face 
effects similar to those experienced by 
health care providers and health plans. 
However, because clearinghouses 
represent one way in which providers 
and plans can achieve compliance, the 
clearinghouses’ costs of complying with 
these standards would probably be 
passed along to those entities, to be 
shared over the entire customer base. 

4. System Vendors 

Systems vendors that provide 
computer software applications to 
health care providers and other billers 
of health care services would likely be 
affected. These vendors would have to 
develop software solutions that would 
allow health plans, providers, and other 
users of electronic transactions to 
protect these transactions and the 
information in their databases from 
unauthorized access to their systems. 
Their costs would also probably be 
passed along to their customer bases. 

F. Factors in Establishing the Security 
Standard 

1. General Effect 

In assessing the impact of these 
standards, it is first necessary to focus 
on the general nature of the standards, 
their scalability, and the fact that they 
are not dependent upon specific 
technologies. These factors will make it 
possible for covered entities to 
implement them with the least possible 
impact on resources. Because there is no 
national security standard in 
widespread use throughout the 
industry, adopting any of the candidate 
standards would require most health 
care providers, health plans, and health 
care clearinghouses to at least conduct 

an assessment of how their current 
security measures conform to the new 
standards. However, we assume that 
most, if not all, covered entities already 
have at least some rudimentary security 
measures in place. Covered entities that 
identify gaps in their current measures 
would need to establish or revise their 
security precautions. 

It is also important to note that the 
standards specify what goals are to be 
achieved, but give the covered entity 
some flexibility to determine how to 
meet those goals. This is different from 
the transaction standards, where all 
covered entities must use the exact same 
implementation guide. With respect to 
security, covered entities will be able to 
blend security processes now in place 
with new processes. This should 
significantly reduce compliance costs. 

Based on our analysis and comments 
received, the security standards adopted 
in this rule do not impose a greater 
burden on the industry than the options 
we did not select, and they present 
significant advantages in terms of 
universality and flexibility. 

We understand that some large health 
plans, health care providers, and health 
care clearinghouses that currently 
exchange health information among 
trading partners may already have 
security systems and procedures in 
place to protect the information from 
unauthorized access. These entities may 
not incur significant costs to meet the 
security standards. Large entities that 
have sophisticated security systems in 
place may only need minor revisions or 
updates to their systems to meet the 
security standards, or indeed, may not 
need to make any changes in their 
systems.

While small providers are not likely 
to have implemented sophisticated 
security measures, they are also not as 
likely to need them as larger covered 
entities. The scalability principle allows 
providers to adopt measures that are 
appropriate to their own circumstances. 

2. Complexity of Conversion 
The complexity of the conversion to 

the security standards could be 
significantly affected by the volume of 
transactions that covered entities 
transmit and process electronically and 
the desire to transmit directly or to use 
the services of a Value Added Network 
(VAN) or a clearinghouse. If a VAN or 
clearinghouse is used, some of the 
conversion activities would be carried 
out by that organization, rather than by 
the covered entity. This would simplify 
conversion for the covered entity, but 
makes the covered entity dependent on 
the success of its business associate. The 
architecture, and specific technology
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limitations of existing systems could 
also affect the complexity of the 
conversion (for example, certain 
practice management software that does 
not contain password protection will 
require a greater conversion effort than 
software that has a password protection 
option already built into it). 

3. Cost of Conversion 
Virtually all providers, health plans, 

and clearinghouses that transmit or 
store data electronically have already 
implemented some security measures 
and will need to assess existing security, 
identify areas of risk, and implement 
additional measures in order to come 
into compliance with the standards 
adopted in this rule. We cannot estimate 
the per-entity cost of implementation 
because there is no information 
available regarding the extent to which 
providers’, plans’, and clearinghouses’ 
current security practices are deficient. 
Moreover, some security solutions are 
almost cost-free to implement (for 
example, reminding employees not to 
post passwords on their monitors), 
while others are not. 

Affected entities will have many 
choices regarding how they will 
implement security. Some may choose 
to assess security using in-house staff, 
while others will use consultants. 
Practice management software vendors 
may also provide security consultation 
services to their customers. Entities may 
also choose to implement security 
measures that require hardware and/or 
software purchases at the time they do 
routine equipment upgrades.

The security standards we adopt in 
this rule were developed with 
considerable input from the health care 
industry, including providers, health 
plans, clearinghouses, vendors, and 
standards organizations. Industry 
members strongly advocated the flexible 
approach we adopt in this rule, which 
permits each affected entity to develop 
cost-effective security measures 
appropriate to their particular needs. 
We believe that this approach will yield 
the lowest implementation cost to 
industry while ensuring that electronic 
protected health information is 
safeguarded. 

All of the nation’s health plans (over 
2 million) and providers (over 600,000) 
will need to conduct some level of gap 
analysis to assess current procedures 
against the standards. However, we 
cannot estimate the number of covered 
entities that would have to implement 
additional security systems and 
procedures to meet the adopted 
standards. Also, we are not able to 
estimate the number of providers that 
do not conduct electronic transactions 

today but may choose to do so at some 
future time (these would be entities that 
send and receive paper transactions and 
maintain paper records and thus would 
not be affected). We believe that the 
security standards represent the 
minimum necessary for adequate 
protection of health information in an 
electronic format and as such should be 
implemented by all covered entities. As 
discussed earlier in this preamble, the 
security requirements are both scalable 
and technically flexible; and while the 
law requires each health plan that is not 
a small plan to comply with the security 
and electronic signature requirements 
no later than 24 months after the 
effective date of the final rule, small 
plans will be allowed an additional 12 
months to comply. 

Since we are unable to estimate the 
number of entities that may need to 
make changes to meet the security 
standards, we are also unable to 
estimate the cost for those entities. 
However, we believe that the cost of 
establishing security systems and 
procedures is a portion of the costs 
associated with converting to the 
administrative simplification standards 
that are required under HIPAA, which 
are estimated in the previously 
referenced impact analysis. 

This discussion on conversion costs 
relates only to health plans, health care 
providers, and health care 
clearinghouses that are required to 
implement the security standards. The 
cost of implementing security systems 
and procedures for entities that do not 
transmit, receive, or maintain health 
information electronically is not a cost 
imposed by the rule, and thus, is not 
included in our estimates. 

G. Alternatives Considered 
In developing this final rule, the 

Department considered some 
alternatives. One alternative was to not 
issue a final rule. However, this would 
not meet the Department’s obligations 
under the HIPAA statute. It would also 
leave the health industry without a set 
of standards for protecting the security 
of health information. The vast majority 
of commenters supported our efforts in 
developing a set of standards. Thus, we 
concluded that not publishing a final 
rule was not in the best interests of the 
industry and not in the best interests of 
persons whose medical information will 
be protected by these measures. 

A second alternative was to publish 
the final rule basically unchanged from 
the proposed rule. Although most 
commenters supported the approach of 
the proposed rule, there were significant 
objections to the number of required 
specifications, concerns about the scope 

of certain requirements, duplication and 
ambiguity of some requirements, and 
the overall complexity of the approach. 
Based on those comments, it was clear 
that revisions had to be made. In 
addition, the proposed rule was 
developed before the Privacy Rule 
requirements were developed. Thus, it 
did not allow for any alignment of 
requirements between the Privacy and 
Security standards. 

As a result, the Department 
determined that an approach that 
modified the proposed rule and aligned 
the requirements with the Privacy 
standards was the preferred alternative. 

V. Federalism 

Executive Order 13132 of August 4, 
1999, Federalism, published in the 
Federal Register on August 10, 1999 (64 
FR 43255), requires us to ensure 
meaningful and timely input by State 
and local officials in the development of 
rules that have Federalism implications. 
Although the proposed rule for security 
standards was published before the 
enactment of this Executive Order, the 
Department consulted with State and 
local officials as part of an outreach 
program in the process of developing 
the proposed regulation. The 
Department received comments on the 
proposed rule from State agencies and 
from entities that conduct transactions 
with State agencies. Many of these 
comments were concerned with the 
burden that the proposed security 
standards would place on their 
organizations. In response to those 
comments, we have modified the 
security standards to make them more 
flexible and less burdensome. 

In complying with the requirements 
of part C of Title XI, the Secretary 
established an interdepartmental team 
who consulted with appropriate State 
and Federal agencies and private 
organizations. These external groups 
included the NCVHS Workgroup on 
Standards and Security, the Workgroup 
for Electronic Data Interchange, the 
National Uniform Claim Committee, and 
the National Uniform Billing 
Committee. Most of these groups have 
State officials as members. We also 
received comments on the proposed 
regulation from these organizations. 

In accordance with the provisions of 
Executive Order 12866, this rule has 
been reviewed by the Office of 
Management and Budget.

List of Subjects 

45 CFR Part 160 

Electronic transactions, Employer 
benefit plan, Health, Health care, Health 
facilities, Health insurance, Health
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records, Medicaid, Medical research, 
Medicare, Privacy, Reporting and record 
keeping requirements. 

45 CFR Part 162 

Administrative practice and 
procedure, Health facilities, Health 
insurance, Hospitals, Medicaid, 
Medicare, report and recordkeeping 
requirement. 

45 CFR Part 164 

Administrative practice and 
procedure, Health facilities, Health 
insurance, Hospitals, Medicaid, 
Medicare, Electronic Information 
System, Security, Report and 
recordkeeping requirement.

For the reasons set forth in the 
preamble, the Department of Health and 
Human Services amends title 45, 
subtitle A, subchapter C, parts 160, 162, 
and 164 as set forth below:

PART 160—GENERAL 
ADMINISTRATIVE REQUIREMENTS 

1. The authority citation for part 160 
continues to read as follows:

Authority: Sec. 1171 through 1179 of the 
Social Security Act, (42 U.S.C. 1320d–
1329d–8) as added by sec. 262 of Pub. L. 
104–191, 110 Stat. 2021–2031 and sec. 264 of 
Pub. L. 104–191 (42 U.S.C. 1320d–2(note)).

2. In § 160.103, the definitions of 
‘‘disclosure’’, ‘‘electronic media’’, 
‘‘electronic protected health 
information,’’ ‘‘individual,’’ ‘‘organized 
health care arrangement’’, ‘‘protected 
health information,’’ and ‘‘use’’ are 
added in alphabetical order to read as 
follows:

§ 160.103 Definitions.

* * * * *
Disclosure means the release, transfer, 

provision of, access to, or 
divulging in any other manner of 

information outside the entity holding 
the information.
* * * * *

Electronic media means: 
(1) Electronic storage media including 

memory devices in computers (hard 
drives) and any removable/transportable 
digital memory medium, such as 
magnetic tape or disk, optical disk, or 
digital memory card; or 

(2) Transmission media used to 
exchange information already in 
electronic storage media. Transmission 
media include, for example, the internet 
(wide-open), extranet (using internet 
technology to link a business with 
information accessible only to 
collaborating parties), leased lines, dial-
up lines, private networks, and the 
physical movement of removable/
transportable electronic storage media. 

Certain transmissions, including of 
paper, via facsimile, and of voice, via 
telephone, are not considered to be 
transmissions via electronic media, 
because the information being 
exchanged did not exist in electronic 
form before the transmission. 

Electronic protected health 
information means information that 
comes within paragraphs (1)(i) or (1)(ii) 
of the definition of protected health 
information as specified in this section.
* * * * *

Individual means the person who is 
the subject of protected health 
information.
* * * * *

Organized health care arrangement 
means: 

(1) A clinically integrated care setting 
in which individuals typically receive 
health care from more than one health 
care provider; 

(2) An organized system of health care 
in which more than one covered entity 
participates and in which the 
participating covered entities: 

(i) Hold themselves out to the public 
as participating in a joint arrangement; 
and 

(ii) Participate in joint activities that 
include at least one of the following: 

(A) Utilization review, in which 
health care decisions by participating 
covered entities are reviewed by other 
participating covered entities or by a 
third party on their behalf; 

(B) Quality assessment and 
improvement activities, in which 
treatment provided by participating 
covered entities is assessed by other 
participating covered entities or by a 
third party on their behalf; or 

(C) Payment activities, if the financial 
risk for delivering health care is shared, 
in part or in whole, by participating 
covered entities through the joint 
arrangement and if protected health 
information created or received by a 
covered entity is reviewed by other 
participating covered entities or by a 
third party on their behalf for the 
purpose of administering the sharing of 
financial risk. 

(3) A group health plan and a health 
insurance issuer or HMO with respect to 
such group health plan, but only with 
respect to protected health information 
created or received by such health 
insurance issuer or HMO that relates to 
individuals who are or who have been 
participants or beneficiaries in such 
group health plan; 

(4) A group health plan and one or 
more other group health plans each of 
which are maintained by the same plan 
sponsor; or 

(5) The group health plans described 
in paragraph (4) of this definition and 

health insurance issuers or HMOs with 
respect to such group health plans, but 
only with respect to protected health 
information created or received by such 
health insurance issuers or HMOs that 
relates to individuals who are or have 
been participants or beneficiaries in any 
of such group health plans. 

Protected health information means 
individually identifiable health 
information: 

(1) Except as provided in paragraph 
(2) of this definition, that is: 

(i) Transmitted by electronic media; 
(ii) Maintained in electronic media; or 
(iii) Transmitted or maintained in any 

other form or medium. 
(2) Protected health information 

excludes individually identifiable 
health information in: 

(i) Education records covered by the 
Family Educational Rights and Privacy 
Act, as amended, 20 U.S.C. 1232g; 

(ii) Records described at 20 U.S.C. 
1232g(a)(4)(B)(iv); and 

(iii) Employment records held by a 
covered entity in its role as employer.
* * * * *

Use means, with respect to 
individually identifiable health 
information, the sharing, employment, 
application, utilization, examination, or 
analysis of such information within an 
entity that maintains such information.
* * * * *

PART 162—ADMINISTRATIVE 
REQUIREMENTS 

1. The authority citation for part 162 
is revised to read as follows:

Authority: Secs. 1171 through 1179 of the 
Social Security Act (42 U.S.C. 1320d–1320d–
8), as added by sec. 262 of Pub. L. 104–191, 
110 Stat. 2021–2031, and sec. 264 of Pub. L. 
104–191, 110 Stat. 2033–2034 (42 U.S.C. 
1320d–2 (note)).

§ 162.103 [Amended] 

2. In § 162.103, the definition of 
‘‘electronic media’’ is removed.

PART 164—SECURITY AND PRIVACY 

1. The authority citation for part 164 
is revised to read as follows:

Authority: Secs. 1171 through 1179 of the 
Social Security Act (42 U.S.C. 1320d–1320d–
8), as added by sec. 262 of Pub. L. 104–191, 
110 Stat. 2021–2031, and 42 U.S.C. 1320d–
2 and 1320d–4, sec. 264 of Pub. L. 104–191, 
110 Stat. 2033–2034 (42 U.S.C. 1320d–2 
(note)).

2. A new § 164.103 is added to read 
as follows:

§ 164.103 Definitions. 
As used in this part, the following 

terms have the following meanings: 
Common control exists if an entity has 

the power, directly or indirectly,
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significantly to influence or direct the 
actions or policies of another entity. 

Common ownership exists if an entity 
or entities possess an ownership or 
equity interest of 5 percent or more in 
another entity. 

Covered functions means those 
functions of a covered entity the 
performance of which makes the entity 
a health plan, health care provider, or 
health care clearinghouse. 

Health care component means a 
component or combination of 
components of a hybrid entity 
designated by the hybrid entity in 
accordance with § 164.105(a)(2)(iii)(C). 

Hybrid entity means a single legal 
entity: 

(1) That is a covered entity; 
(2) Whose business activities include 

both covered and non-covered 
functions; and 

(3) That designates health care 
components in accordance with 
paragraph § 164.105(a)(2)(iii)(C). 

Plan sponsor is defined as defined at 
section 3(16)(B) of ERISA, 29 U.S.C. 
1002(16)(B). 

Required by law means a mandate 
contained in law that compels an entity 
to make a use or disclosure of protected 
health information and that is 
enforceable in a court of law. Required 
by law includes, but is not limited to, 
court orders and court-ordered warrants; 
subpoenas or summons issued by a 
court, grand jury, a governmental or 
tribal inspector general, or an 
administrative body authorized to 
require the production of information; a 
civil or an authorized investigative 
demand; Medicare conditions of 
participation with respect to health care 
providers participating in the program; 
and statutes or regulations that require 
the production of information, 
including statutes or regulations that 
require such information if payment is 
sought under a government program 
providing public benefits.

3. Section 164.104 is revised to read 
as follows:

§ 164.104 Applicability. 
(a) Except as otherwise provided, the 

standards, requirements, and 
implementation specifications adopted 
under this part apply to the following 
entities: 

(1) A health plan. 
(2) A health care clearinghouse. 
(3) A health care provider who 

transmits any health information in 
electronic form in connection with a 
transaction covered by this subchapter. 

(b) When a health care clearinghouse 
creates or receives protected health 
information as a business associate of 
another covered entity, or other than as 

a business associate of a covered entity, 
the clearinghouse must comply with 
§ 164.105 relating to organizational 
requirements for covered entities, 
including the designation of health care 
components of a covered entity. 

4. A new § 164.105 is added to read 
as follows:

§ 164.105 Organizational requirements. 
(a)(1) Standard: Health care 

component. If a covered entity is a 
hybrid entity, the requirements of 
subparts C and E of this part, other than 
the requirements of this section, 
§ 164.314, and § 164.504, apply only to 
the health care component(s) of the 
entity, as specified in this section. 

(2) Implementation specifications: 
(i) Application of other provisions. In 

applying a provision of subparts C and 
E of this part, other than the 
requirements of this section, § 164.314, 
and § 164.504, to a hybrid entity: 

(A) A reference in such provision to 
a ‘‘covered entity’’ refers to a health care 
component of the covered entity; 

(B) A reference in such provision to 
a ‘‘health plan,’’ ‘‘covered health care 
provider,’’ or ‘‘health care 
clearinghouse,’’ refers to a health care 
component of the covered entity if such 
health care component performs the 
functions of a health plan, health care 
provider, or health care clearinghouse, 
as applicable; 

(C) A reference in such provision to 
‘‘protected health information’’ refers to 
protected health information that is 
created or received by or on behalf of 
the health care component of the 
covered entity; and 

(D) A reference in such provision to 
‘‘electronic protected health 
information’’ refers to electronic 
protected health information that is 
created, received, maintained, or 
transmitted by or on behalf of the health 
care component of the covered entity. 

(ii) Safeguard requirements. The 
covered entity that is a hybrid entity 
must ensure that a health care 
component of the entity complies with 
the applicable requirements of this 
section and subparts C and E of this 
part. In particular, and without limiting 
this requirement, such covered entity 
must ensure that:

(A) Its health care component does 
not disclose protected health 
information to another component of 
the covered entity in circumstances in 
which subpart E of this part would 
prohibit such disclosure if the health 
care component and the other 
component were separate and distinct 
legal entities; 

(B) Its health care component protects 
electronic protected health information 

with respect to another component of 
the covered entity to the same extent 
that it would be required under subpart 
C of this part to protect such 
information if the health care 
component and the other component 
were separate and distinct legal entities; 

(C) A component that is described by 
paragraph (a)(2)(iii)(C)(2) of this section 
does not use or disclose protected 
health information that it creates or 
receives from or on behalf of the health 
care component in a way prohibited by 
subpart E of this part; 

(D) A component that is described by 
paragraph (a)(2)(iii)(C)(2) of this section 
that creates, receives, maintains, or 
transmits electronic protected health 
information on behalf of the health care 
component is in compliance with 
subpart C of this part; and 

(E) If a person performs duties for 
both the health care component in the 
capacity of a member of the workforce 
of such component and for another 
component of the entity in the same 
capacity with respect to that 
component, such workforce member 
must not use or disclose protected 
health information created or received 
in the course of or incident to the 
member’s work for the health care 
component in a way prohibited by 
subpart E of this part. 

(iii) Responsibilities of the covered 
entity. A covered entity that is a hybrid 
entity has the following responsibilities: 

(A) For purposes of subpart C of part 
160 of this subchapter, pertaining to 
compliance and enforcement, the 
covered entity has the responsibility of 
complying with subpart E of this part. 

(B) The covered entity is responsible 
for complying with § 164.316(a) and 
§ 164.530(i), pertaining to the 
implementation of policies and 
procedures to ensure compliance with 
applicable requirements of this section 
and subparts C and E of this part, 
including the safeguard requirements in 
paragraph (a)(2)(ii) of this section. 

(C) The covered entity is responsible 
for designating the components that are 
part of one or more health care 
components of the covered entity and 
documenting the designation in 
accordance with paragraph (c) of this 
section, provided that, if the covered 
entity designates a health care 
component or components, it must 
include any component that would meet 
the definition of covered entity if it were 
a separate legal entity. Health care 
component(s) also may include a 
component only to the extent that it 
performs: 

(1) Covered functions; or 
(2) Activities that would make such 

component a business associate of a
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component that performs covered 
functions if the two components were 
separate legal entities. 

(b)(1) Standard: Affiliated covered 
entities. Legally separate covered 
entities that are affiliated may designate 
themselves as a single covered entity for 
purposes of subparts C and E of this 
part. 

(1) Implementation specifications:
(i) Requirements for designation of an 

affiliated covered entity.
(A) Legally separate covered entities 

may designate themselves (including 
any health care component of such 
covered entity) as a single affiliated 
covered entity, for purposes of subparts 
C and E of this part, if all of the covered 
entities designated are under common 
ownership or control. 

(B) The designation of an affiliated 
covered entity must be documented and 
the documentation maintained as 
required by paragraph (c) of this section. 

(ii) Safeguard requirements. An 
affiliated covered entity must ensure 
that: 

(A) The affiliated covered entity’s 
creation, receipt, maintenance, or 
transmission of electronic protected 
health information complies with the 
applicable requirements of subpart C of 
this part; 

(B) The affiliated covered entity’s use 
and disclosure of protected health 
information comply with the applicable 
requirements of subpart E of this part; 
and 

(C) If the affiliated covered entity 
combines the functions of a health plan, 
health care provider, or health care 
clearinghouse, the affiliated covered 
entity complies with 
§ 164.308(a)(4)(ii)(A) and § 164.504(g), 
as applicable. 

(c)(1) Standard: Documentation. A 
covered entity must maintain a written 
or electronic record of a designation as 
required by paragraphs (a) or (b) of this 
section. 

(2) Implementation specification: 
Retention period. A covered entity must 
retain the documentation as required by 
paragraph (c)(1) of this section for 6 
years from the date of its creation or the 
date when it last was in effect, 
whichever is later.

5. A new subpart C is added to part 
164 to read as follows:

Subpart C—Security Standards for the 
Protection of Electronic Protected 
Health Information

Sec. 
164.302 Applicability. 
164.304 Definitions. 
164.306 Security standards: General rules. 
164.308 Administrative safeguards. 

164.310 Physical safeguards. 
164.312 Technical safeguards. 
164.314 Organizational requirements. 
164.316 Policies and procedures and 

documentation requirements. 
164.318 Compliance dates for the initial 

implementation of the security 
standards.

Appendix A to Subpart C of Part 164—
Security Standards: Matrix

Authority: 42 U.S.C. 1320d–2 and 1320d–
4.

§ 164.302 Applicability. 
A covered entity must comply with 

the applicable standards, 
implementation specifications, and 
requirements of this subpart with 
respect to electronic protected health 
information.

§ 164.304 Definitions. 
As used in this subpart, the following 

terms have the following meanings: 
Access means the ability or the means 

necessary to read, write, modify, or 
communicate data/information or 
otherwise use any system resource. 
(This definition applies to ‘‘access’’ as 
used in this subpart, not as used in 
subpart E of this part.) 

Administrative safeguards are 
administrative actions, and policies and 
procedures, to manage the selection, 
development, implementation, and 
maintenance of security measures to 
protect electronic protected health 
information and to manage the conduct 
of the covered entity’s workforce in 
relation to the protection of that 
information. 

Authentication means the 
corroboration that a person is the one 
claimed. 

Availability means the property that 
data or information is accessible and 
useable upon demand by an authorized 
person. 

Confidentiality means the property 
that data or information is not made 
available or disclosed to unauthorized 
persons or processes. 

Encryption means the use of an 
algorithmic process to transform data 
into a form in which there is a low 
probability of assigning meaning 
without use of a confidential process or 
key. 

Facility means the physical premises 
and the interior and exterior of a 
building(s). 

Information system means an 
interconnected set of information 
resources under the same direct 
management control that shares 
common functionality. A system 
normally includes hardware, software, 
information, data, applications, 
communications, and people. 

Integrity means the property that data 
or information have not been altered or 
destroyed in an unauthorized manner. 

Malicious software means software, 
for example, a virus, designed to 
damage or disrupt a system. 

Password means confidential 
authentication information composed of 
a string of characters. 

Physical safeguards are physical 
measures, policies, and procedures to 
protect a covered entity’s electronic 
information systems and related 
buildings and equipment, from natural 
and environmental hazards, and 
unauthorized intrusion. 

Security or Security measures 
encompass all of the administrative, 
physical, and technical safeguards in an 
information system. 

Security incident means the attempted 
or successful unauthorized access, use, 
disclosure, modification, or destruction 
of information or interference with 
system operations in an information 
system. 

Technical safeguards means the 
technology and the policy and 
procedures for its use that protect 
electronic protected health information 
and control access to it. 

User means a person or entity with 
authorized access. 

Workstation means an electronic 
computing device, for example, a laptop 
or desktop computer, or any other 
device that performs similar functions, 
and electronic media stored in its 
immediate environment.

§ 164.306 Security standards: General 
rules. 

(a) General requirements. Covered 
entities must do the following: 

(1) Ensure the confidentiality, 
integrity, and availability of all 
electronic protected health information 
the covered entity creates, receives, 
maintains, or transmits. 

(2) Protect against any reasonably 
anticipated threats or hazards to the 
security or integrity of such information. 

(3) Protect against any reasonably 
anticipated uses or disclosures of such 
information that are not permitted or 
required under subpart E of this part. 

(4) Ensure compliance with this 
subpart by its workforce. 

(b) Flexibility of approach. 
(1) Covered entities may use any 

security measures that allow the 
covered entity to reasonably and 
appropriately implement the standards 
and implementation specifications as 
specified in this subpart.

(2) In deciding which security 
measures to use, a covered entity must 
take into account the following factors: 

(i) The size, complexity, and 
capabilities of the covered entity.
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(ii) The covered entity’s technical 
infrastructure, hardware, and software 
security capabilities. 

(iii) The costs of security measures. 
(iv) The probability and criticality of 

potential risks to electronic protected 
health information. 

(c) Standards. A covered entity must 
comply with the standards as provided 
in this section and in § 164.308, 
§ 164.310, § 164.312, § 164.314, and 
§ 164.316 with respect to all electronic 
protected health information. 

(d) Implementation specifications. 
In this subpart: 
(1) Implementation specifications are 

required or addressable. If an 
implementation specification is 
required, the word ‘‘Required’’ appears 
in parentheses after the title of the 
implementation specification. If an 
implementation specification is 
addressable, the word ‘‘Addressable’’ 
appears in parentheses after the title of 
the implementation specification. 

(2) When a standard adopted in 
§ 164.308, § 164.310, § 164.312, 
§ 164.314, or § 164.316 includes 
required implementation specifications, 
a covered entity must implement the 
implementation specifications. 

(1) When a standard adopted in 
§ 164.308, § 164.310, § 164.312, 
§ 164.314, or § 164.316 includes 
addressable implementation 
specifications, a covered entity must— 

(i) Assess whether each 
implementation specification is a 
reasonable and appropriate safeguard in 
its environment, when analyzed with 
reference to the likely contribution to 
protecting the entity’s electronic 
protected health information; and 

(ii) As applicable to the entity— 
(A) Implement the implementation 

specification if reasonable and 
appropriate; or 

(B) If implementing the 
implementation specification is not 
reasonable and appropriate— 

(1) Document why it would not be 
reasonable and appropriate to 
implement the implementation 
specification; and 

(2) Implement an equivalent 
alternative measure if reasonable and 
appropriate. 

(e) Maintenance. Security measures 
implemented to comply with standards 
and implementation specifications 
adopted under § 164.105 and this 
subpart must be reviewed and modified 
as needed to continue provision of 
reasonable and appropriate protection of 
electronic protected health information 
as described at § 164.316.

§ 164.308 Administrative safeguards. 
(a) A covered entity must, in 

accordance with § 164.306: 

(1)(i) Standard: Security management 
process. Implement policies and 
procedures to prevent, detect, contain, 
and correct security violations. 

(ii) Implementation specifications: 
(A) Risk analysis (Required). Conduct 

an accurate and thorough assessment of 
the potential risks and vulnerabilities to 
the confidentiality, integrity, and 
availability of electronic protected 
health information held by the covered 
entity. 

(B) Risk management (Required). 
Implement security measures sufficient 
to reduce risks and vulnerabilities to a 
reasonable and appropriate level to 
comply with § 164.306(a).

(C) Sanction policy (Required). Apply 
appropriate sanctions against workforce 
members who fail to comply with the 
security policies and procedures of the 
covered entity. 

(D) Information system activity review 
(Required). Implement procedures to 
regularly review records of information 
system activity, such as audit logs, 
access reports, and security incident 
tracking reports. 

(2) Standard: Assigned security 
responsibility. Identify the security 
official who is responsible for the 
development and implementation of the 
policies and procedures required by this 
subpart for the entity. 

(3)(i) Standard: Workforce security. 
Implement policies and procedures to 
ensure that all members of its workforce 
have appropriate access to electronic 
protected health information, as 
provided under paragraph (a)(4) of this 
section, and to prevent those workforce 
members who do not have access under 
paragraph (a)(4) of this section from 
obtaining access to electronic protected 
health information. 

(ii) Implementation specifications: 
(A) Authorization and/or supervision 

(Addressable). Implement procedures 
for the authorization and/or supervision 
of workforce members who work with 
electronic protected health information 
or in locations where it might be 
accessed. 

(B) Workforce clearance procedure 
(Addressable). Implement procedures to 
determine that the access of a workforce 
member to electronic protected health 
information is appropriate. 

(C) Termination procedures 
(Addressable). Implement procedures 
for terminating access to electronic 
protected health information when the 
employment of a workforce member 
ends or as required by determinations 
made as specified in paragraph 
(a)(3)(ii)(B) of this section. 

(4)(i) Standard: Information access 
management. Implement policies and 
procedures for authorizing access to 

electronic protected health information 
that are consistent with the applicable 
requirements of subpart E of this part. 

(ii) Implementation specifications: 
(A) Isolating health care 

clearinghouse functions (Required). If a 
health care clearinghouse is part of a 
larger organization, the clearinghouse 
must implement policies and 
procedures that protect the electronic 
protected health information of the 
clearinghouse from unauthorized access 
by the larger organization. 

(B) Access authorization 
(Addressable). Implement policies and 
procedures for granting access to 
electronic protected health information, 
for example, through access to a 
workstation, transaction, program, 
process, or other mechanism. 

(C) Access establishment and 
modification (Addressable). Implement 
policies and procedures that, based 
upon the entity’s access authorization 
policies, establish, document, review, 
and modify a user’s right of access to a 
workstation, transaction, program, or 
process. 

(5)(i) Standard: Security awareness 
and training. Implement a security 
awareness and training program for all 
members of its workforce (including 
management). 

(ii) Implementation specifications. 
Implement: 

(A) Security reminders (Addressable). 
Periodic security updates. 

(B) Protection from malicious software 
(Addressable). Procedures for guarding 
against, detecting, and reporting 
malicious software. 

(C) Log-in monitoring (Addressable). 
Procedures for monitoring log-in 
attempts and reporting discrepancies. 

(D) Password management 
(Addressable). Procedures for creating, 
changing, and safeguarding passwords. 

(6)(i) Standard: Security incident 
procedures. Implement policies and 
procedures to address security 
incidents. 

(ii) Implementation specification: 
Response and Reporting (Required). 
Identify and respond to suspected or 
known security incidents; mitigate, to 
the extent practicable, harmful effects of 
security incidents that are known to the 
covered entity; and document security 
incidents and their outcomes. 

(7)(i) Standard: Contingency plan. 
Establish (and implement as needed) 
policies and procedures for responding 
to an emergency or other occurrence (for 
example, fire, vandalism, system failure, 
and natural disaster) that damages 
systems that contain electronic 
protected health information. 

(ii) Implementation specifications:
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(A) Data backup plan (Required). 
Establish and implement procedures to 
create and maintain retrievable exact 
copies of electronic protected health 
information. 

(B) Disaster recovery plan (Required). 
Establish (and implement as needed) 
procedures to restore any loss of data.

(C) Emergency mode operation plan 
(Required). Establish (and implement as 
needed) procedures to enable 
continuation of critical business 
processes for protection of the security 
of electronic protected health 
information while operating in 
emergency mode. 

(D) Testing and revision procedures 
(Addressable). Implement procedures 
for periodic testing and revision of 
contingency plans. 

(E) Applications and data criticality 
analysis (Addressable). Assess the 
relative criticality of specific 
applications and data in support of 
other contingency plan components. 

(8) Standard: Evaluation. Perform a 
periodic technical and nontechnical 
evaluation, based initially upon the 
standards implemented under this rule 
and subsequently, in response to 
environmental or operational changes 
affecting the security of electronic 
protected health information, that 
establishes the extent to which an 
entity’s security policies and procedures 
meet the requirements of this subpart. 

(b)(1) Standard: Business associate 
contracts and other arrangements. A 
covered entity, in accordance with 
§ 164.306, may permit a business 
associate to create, receive, maintain, or 
transmit electronic protected health 
information on the covered entity’s 
behalf only if the covered entity obtains 
satisfactory assurances, in accordance 
with § 164.314(a) that the business 
associate will appropriately safeguard 
the information. 

(2) This standard does not apply with 
respect to— 

(i) The transmission by a covered 
entity of electronic protected health 
information to a health care provider 
concerning the treatment of an 
individual. 

(ii) The transmission of electronic 
protected health information by a group 
health plan or an HMO or health 
insurance issuer on behalf of a group 
health plan to a plan sponsor, to the 
extent that the requirements of 
§ 164.314(b) and § 164.504(f) apply and 
are met; or 

(iii) The transmission of electronic 
protected health information from or to 
other agencies providing the services at 
§ 164.502(e)(1)(ii)(C), when the covered 
entity is a health plan that is a 
government program providing public 

benefits, if the requirements of 
§ 164.502(e)(1)(ii)(C) are met. 

(3) A covered entity that violates the 
satisfactory assurances it provided as a 
business associate of another covered 
entity will be in noncompliance with 
the standards, implementation 
specifications, and requirements of this 
paragraph and § 164.314(a). 

(4) Implementation specifications: 
Written contract or other arrangement 
(Required). Document the satisfactory 
assurances required by paragraph (b)(1) 
of this section through a written 
contract or other arrangement with the 
business associate that meets the 
applicable requirements of § 164.314(a).

§ 164.310 Physical safeguards. 
A covered entity must, in accordance 

with § 164.306: 
(a)(1) Standard: Facility access 

controls. Implement policies and 
procedures to limit physical access to its 
electronic information systems and the 
facility or facilities in which they are 
housed, while ensuring that properly 
authorized access is allowed. 

(2) Implementation specifications:
(i) Contingency operations 

(Addressable). Establish (and implement 
as needed) procedures that allow facility 
access in support of restoration of lost 
data under the disaster recovery plan 
and emergency mode operations plan in 
the event of an emergency.

(ii) Facility security plan 
(Addressable). Implement policies and 
procedures to safeguard the facility and 
the equipment therein from 
unauthorized physical access, 
tampering, and theft. 

(iii) Access control and validation 
procedures (Addressable). Implement 
procedures to control and validate a 
person’s access to facilities based on 
their role or function, including visitor 
control, and control of access to 
software programs for testing and 
revision. 

(iv) Maintenance records 
(Addressable). Implement policies and 
procedures to document repairs and 
modifications to the physical 
components of a facility which are 
related to security (for example, 
hardware, walls, doors, and locks). 

(b) Standard: Workstation use. 
Implement policies and procedures that 
specify the proper functions to be 
performed, the manner in which those 
functions are to be performed, and the 
physical attributes of the surroundings 
of a specific workstation or class of 
workstation that can access electronic 
protected health information. 

(c) Standard: Workstation security. 
Implement physical safeguards for all 
workstations that access electronic 

protected health information, to restrict 
access to authorized users. 

(d)(1) Standard: Device and media 
controls. Implement policies and 
procedures that govern the receipt and 
removal of hardware and electronic 
media that contain electronic protected 
health information into and out of a 
facility, and the movement of these 
items within the facility. 

(2) Implementation specifications:
(i) Disposal (Required). Implement 

policies and procedures to address the 
final disposition of electronic protected 
health information, and/or the hardware 
or electronic media on which it is 
stored. 

(ii) Media re-use (Required). 
Implement procedures for removal of 
electronic protected health information 
from electronic media before the media 
are made available for re-use. 

(iii) Accountability (Addressable). 
Maintain a record of the movements of 
hardware and electronic media and any 
person responsible therefore. 

(iv) Data backup and storage 
(Addressable). Create a retrievable, exact 
copy of electronic protected health 
information, when needed, before 
movement of equipment.

§ 164.312 Technical safeguards. 
A covered entity must, in accordance 

with § 164.306: 
(a)(1) Standard: Access control. 

Implement technical policies and 
procedures for electronic information 
systems that maintain electronic 
protected health information to allow 
access only to those persons or software 
programs that have been granted access 
rights as specified in § 164.308(a)(4). 

(2) Implementation specifications:
(i) Unique user identification 

(Required). Assign a unique name and/
or number for identifying and tracking 
user identity. 

(ii) Emergency access procedure 
(Required). Establish (and implement as 
needed) procedures for obtaining 
necessary electronic protected health 
information during an emergency. 

(iii) Automatic logoff (Addressable). 
Implement electronic procedures that 
terminate an electronic session after a 
predetermined time of inactivity. 

(iv) Encryption and decryption 
(Addressable). Implement a mechanism 
to encrypt and decrypt electronic 
protected health information. 

(b) Standard: Audit controls. 
Implement hardware, software, and/or 
procedural mechanisms that record and 
examine activity in information systems 
that contain or use electronic protected 
health information. 

(c)(1) Standard: Integrity. Implement 
policies and procedures to protect

VerDate Jan<31>2003 17:54 Feb 19, 2003 Jkt 200001 PO 00000 Frm 00046 Fmt 4701 Sfmt 4700 E:\FR\FM\20FER2.SGM 20FER2



8379Federal Register / Vol. 68, No. 34 / Thursday, February 20, 2003 / Rules and Regulations 

electronic protected health information 
from improper alteration or destruction. 

(2) Implementation specification: 
Mechanism to authenticate electronic 
protected health information 
(Addressable). Implement electronic 
mechanisms to corroborate that 
electronic protected health information 
has not been altered or destroyed in an 
unauthorized manner. 

(d) Standard: Person or entity 
authentication. Implement procedures 
to verify that a person or entity seeking 
access to electronic protected health 
information is the one claimed. 

(e)(1) Standard: Transmission 
security. Implement technical security 
measures to guard against unauthorized 
access to electronic protected health 
information that is being transmitted 
over an electronic communications 
network.

(2) Implementation specifications:
(i) Integrity controls (Addressable). 

Implement security measures to ensure 
that electronically transmitted 
electronic protected health information 
is not improperly modified without 
detection until disposed of. 

(ii) Encryption (Addressable). 
Implement a mechanism to encrypt 
electronic protected health information 
whenever deemed appropriate.

§ 164.314 Organizational requirements. 
(a)(1) Standard: Business associate 

contracts or other arrangements.
(i) The contract or other arrangement 

between the covered entity and its 
business associate required by 
§ 164.308(b) must meet the requirements 
of paragraph (a)(2)(i) or (a)(2)(ii) of this 
section, as applicable. 

(ii) A covered entity is not in 
compliance with the standards in 
§ 164.502(e) and paragraph (a) of this 
section if the covered entity knew of a 
pattern of an activity or practice of the 
business associate that constituted a 
material breach or violation of the 
business associate’s obligation under the 
contract or other arrangement, unless 
the covered entity took reasonable steps 
to cure the breach or end the violation, 
as applicable, and, if such steps were 
unsuccessful— 

(A) Terminated the contract or 
arrangement, if feasible; or 

(B) If termination is not feasible, 
reported the problem to the Secretary. 

(2) Implementation specifications 
(Required). 

(i) Business associate contracts. The 
contract between a covered entity and a 
business associate must provide that the 
business associate will— 

(A) Implement administrative, 
physical, and technical safeguards that 
reasonably and appropriately protect the 

confidentiality, integrity, and 
availability of the electronic protected 
health information that it creates, 
receives, maintains, or transmits on 
behalf of the covered entity as required 
by this subpart; 

(B) Ensure that any agent, including a 
subcontractor, to whom it provides such 
information agrees to implement 
reasonable and appropriate safeguards 
to protect it; 

(C) Report to the covered entity any 
security incident of which it becomes 
aware; 

(D) Authorize termination of the 
contract by the covered entity, if the 
covered entity determines that the 
business associate has violated a 
material term of the contract. 

(ii) Other arrangements.
(A) When a covered entity and its 

business associate are both 
governmental entities, the covered 
entity is in compliance with paragraph 
(a)(1) of this section, if— 

(1) It enters into a memorandum of 
understanding with the business 
associate that contains terms that 
accomplish the objectives of paragraph 
(a)(2)(i) of this section; or 

(2) Other law (including regulations 
adopted by the covered entity or its 
business associate) contains 
requirements applicable to the business 
associate that accomplish the objectives 
of paragraph (a)(2)(i) of this section. 

(B) If a business associate is required 
by law to perform a function or activity 
on behalf of a covered entity or to 
provide a service described in the 
definition of business associate as 
specified in § 160.103 of this subchapter 
to a covered entity, the covered entity 
may permit the business associate to 
create, receive, maintain, or transmit 
electronic protected health information 
on its behalf to the extent necessary to 
comply with the legal mandate without 
meeting the requirements of paragraph 
(a)(2)(i) of this section, provided that the 
covered entity attempts in good faith to 
obtain satisfactory assurances as 
required by paragraph (a)(2)(ii)(A) of 
this section, and documents the attempt 
and the reasons that these assurances 
cannot be obtained. 

(C) The covered entity may omit from 
its other arrangements authorization of 
the termination of the contract by the 
covered entity, as required by paragraph 
(a)(2)(i)(D) of this section if such 
authorization is inconsistent with the 
statutory obligations of the covered 
entity or its business associate. 

(b)(1) Standard: Requirements for 
group health plans. Except when the 
only electronic protected health 
information disclosed to a plan sponsor 
is disclosed pursuant to 

§ 164.504(f)(1)(ii) or (iii), or as 
authorized under § 164.508, a group 
health plan must ensure that its plan 
documents provide that the plan 
sponsor will reasonably and 
appropriately safeguard electronic 
protected health information created, 
received, maintained, or transmitted to 
or by the plan sponsor on behalf of the 
group health plan.

(2) Implementation specifications 
(Required). The plan documents of the 
group health plan must be amended to 
incorporate provisions to require the 
plan sponsor to— 

(i) Implement administrative, 
physical, and technical safeguards that 
reasonably and appropriately protect the 
confidentiality, integrity, and 
availability of the electronic protected 
health information that it creates, 
receives, maintains, or transmits on 
behalf of the group health plan; 

(ii) Ensure that the adequate 
separation required by 
§ 164.504(f)(2)(iii) is supported by 
reasonable and appropriate security 
measures; 

(iii) Ensure that any agent, including 
a subcontractor, to whom it provides 
this information agrees to implement 
reasonable and appropriate security 
measures to protect the information; and 

(iv) Report to the group health plan 
any security incident of which it 
becomes aware.

§ 164.316 Policies and procedures and 
documentation requirements. 

A covered entity must, in accordance 
with § 164.306: 

(a) Standard: Policies and procedures. 
Implement reasonable and appropriate 
policies and procedures to comply with 
the standards, implementation 
specifications, or other requirements of 
this subpart, taking into account those 
factors specified in § 164.306(b)(2)(i), 
(ii), (iii), and (iv). This standard is not 
to be construed to permit or excuse an 
action that violates any other standard, 
implementation specification, or other 
requirements of this subpart. A covered 
entity may change its policies and 
procedures at any time, provided that 
the changes are documented and are 
implemented in accordance with this 
subpart. 

(b)(1) Standard: Documentation.
(i) Maintain the policies and 

procedures implemented to comply 
with this subpart in written (which may 
be electronic) form; and 

(ii) If an action, activity or assessment 
is required by this subpart to be 
documented, maintain a written (which 
may be electronic) record of the action, 
activity, or assessment. 

(2) Implementation specifications:
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(i) Time limit (Required). Retain the 
documentation required by paragraph 
(b)(1) of this section for 6 years from the 
date of its creation or the date when it 
last was in effect, whichever is later. 

(ii) Availability (Required). Make 
documentation available to those 
persons responsible for implementing 
the procedures to which the 
documentation pertains. 

(iii) Updates (Required). Review 
documentation periodically, and update 

as needed, in response to environmental 
or operational changes affecting the 
security of the electronic protected 
health information.

§ 164.318 Compliance dates for the initial 
implementation of the security standards. 

(a) Health plan.
(1) A health plan that is not a small 

health plan must comply with the 
applicable requirements of this subpart 
no later than April 20, 2005. 

(2) A small health plan must comply 
with the applicable requirements of this 
subpart no later than April 20, 2006. 

(b) Health care clearinghouse. A 
health care clearinghouse must comply 
with the applicable requirements of this 
subpart no later than April 20, 2005. 

(c) Health care provider. A covered 
health care provider must comply with 
the applicable requirements of this 
subpart no later than April 20, 2005.

Appendix A to Subpart C of Part 164—Security Standards: Matrix

Standards Sections Implementation Specifications (R)=Required, (A)=Addressable 

Administrative Safeguards 

Security Management Process ................. 164.308(a)(1) Risk Analysis (R) 
Risk Management (R) 
Sanction Policy (R) 
Information System Activity Review (R) 

Assigned Security Responsibility .............. 164.308(a)(2) (R) 
Workforce Security .................................... 164.308(a)(3) Authorization and/or Supervision (A) 

Workforce Clearance Procedure 
Termination Procedures (A) 

Information Access Management ............. 164.308(a)(4) Isolating Health care Clearinghouse Function (R) 
Access Authorization (A) 
Access Establishment and Modification (A) 

Security Awareness and Training ............. 164.308(a)(5) Security Reminders (A) 
Protection from Malicious Software (A) 
Log-in Monitoring (A) 
Password Management (A) 

Security Incident Procedures .................... 164.308(a)(6) Response and Reporting (R) 
Contingency Plan ...................................... 164.308(a)(7) Data Backup Plan (R) 

Disaster Recovery Plan (R) 
Emergency Mode Operation Plan (R) 
Testing and Revision Procedure (A) 
Applications and Data Criticality Analysis (A) 

Evaluation ................................................. 164.308(a)(8) (R) 
Business Associate Contracts and Other 

Arrangement.
164.308(b)(1) Written Contract or Other Arrangement (R) 

Physical Safeguards 

Facility Access Controls ............................ 164.310(a)(1) Contingency Operations (A) 
Facility Security Plan (A) 
Access Control and Validation Procedures (A) 
Maintenance Records (A) 

Workstation Use ........................................ 164.310(b) (R) 
Workstation Security ................................. 164.310(c) (R) 
Device and Media Controls ...................... 164.310(d)(1) Disposal (R) 

Media Re-use (R) 
Accountability (A) 
Data Backup and Storage (A) 

Technical Safeguards (see § 164.312) 

Access Control .......................................... 164.312(a)(1) Unique User Identification (R) 
Emergency Access Procedure (R) 
Automatic Logoff (A) 
Encryption and Decryption (A) 

Audit Controls ........................................... 164.312(b) (R) 
Integrity ..................................................... 164.312(c)(1) Mechanism to Authenticate Electronic Protected Health Information (A) 
Person or Entity Authentication ................ 164.312(d) (R) 
Transmission Security ............................... 164.312(e)(1) Integrity Controls (A) 

Encryption (A) 
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§164.500 [Amended] 

6. § In 164.500(b)(1)(iv), remove the 
words ‘‘including the designation of 
health care components of a covered 
entity’’.

§ 165.501 [Amended] 

7. In §164.501, the definitions of the 
following terms are removed: Covered 
functions, Disclosure, Individual, 
Organized health care arrangement, 
Plan sponsor Protected health 
information, Required by law, and Use.

§ 164.504 [Amended] 

8. In §164.504, the following changes 
are made: 

a. The definitions of the following 
terms are removed: Common control, 
Common ownership, Health care 
component, and Hybrid entity. 

b. Paragraphs (b) through (d) are 
removed and reserved.

Authority: Sections 1173 and 1175 of the 
Social Security Act (42 U.S.C. 1329d–2 and 
1320–4).

Dated: January 13, 2003. 
Tommy G. Thompson, 
Secretary.
[FR Doc. 03–3877 Filed 2–13–03; 8:45 am] 
BILLING CODE 4120–01–P

DEPARTMENT OF HEALTH AND 
HUMAN SERVICES 

Office of the Secretary 

45 CFR Part 162 

[CMS–0003–F and CMS–0005–F] 

RINs 0938–AK64 and 0938–AK76 

Health Insurance Reform: 
Modifications to Electronic Data 
Transaction Standards and Code Sets

AGENCY: Office of the Secretary, HHS.
ACTION: Final rule.

SUMMARY: In this final rule, we respond 
to public comments received and 
finalize provisions applicable to 
electronic data transaction standards 
from two related proposed rules 
published in the May 31, 2002, Federal 
Register. We are also adopting proposed 
modifications to implementation 
specifications for health care entities 
and others. In addition, we are adopting 
modifications to implementation 
specifications for several electronic 
transaction standards that were omitted 
from the May 31, 2002, proposed rules.
EFFECTIVE DATES: These regulations are 
effective on March 24, 2003. The 
incorporation by reference of certain 
publications listed in this final rule is 

approved by the Director of the Federal 
Register as of March 24, 2003.
FOR FURTHER INFORMATION CONTACT: 
Gladys Wheeler, (410) 786–0273.
SUPPLEMENTARY INFORMATION: 
Availability of Copies: To order copies 
of the Federal Register containing this 
document, send your request to: New 
Orders, Superintendent of Documents, 
P.O. Box 371954, Pittsburgh, PA 15250–
7954. Specify the date of the issue 
requested and enclose a check or money 
order payable to the Superintendent of 
Documents, or enclose your Visa or 
Master Card number and expiration 
date. Credit card orders can also be 
placed by calling the order desk at (202) 
512–1800 (toll-free at 1–888–293–6498) 
or by faxing to (202) 512–2250. The cost 
for each copy is $10. As an alternative, 
you can view and photocopy the 
Federal Register document at most 
libraries designated as Federal 
Depository Libraries and at many other 
public and academic libraries 
throughout the country that receive the 
Federal Register. This Federal Register 
document is also available from the 
Federal Register online database 
through GPO Access, a service of the 
U.S. Government Printing Office. The 
Web site address is: http://
www.access.gpo.gov/nara/index.html.

I. Background 

A. Electronic Data Interchange 

Electronic data interchange (EDI) 
refers to the electronic transfer of 
information in a standard format 
between trading partners. When 
compared with paper submissions, EDI 
can substantially lessen the time and 
costs associated with receiving, 
processing, and storing documents. The 
use of EDI can also eliminate 
inefficiencies and streamline processing 
tasks, which can in turn result in less 
administrative burden, lower operating 
costs, and improved overall data 
quality. 

The health care industry recognizes 
the benefits of EDI, and many entities in 
the industry have developed proprietary 
EDI formats. However, with the 
increasing use of health care EDI 
standards, the lack of common, 
industry-wide standards has emerged as 
a major obstacle to realizing potential 
efficiency and savings. 

B. Statutory and Regulatory Background 

1. Statutory Background 

The Congress included provisions to 
address the need for developing a 
consistent framework for electronic 
transactions and other administrative 
simplification issues in the Health 

Insurance Portability and 
Accountability Act of 1996 (HIPAA), 
Pub. L. 104–191, which became law on 
August 21, 1996. Through subtitle F of 
title II of that statute, the Congress 
added to title XI of the Social Security 
Act (the Act) a new part C, titled 
‘‘Administrative Simplification.’’ The 
purpose of this part is to improve the 
Medicare and Medicaid programs in 
particular and the efficiency and 
effectiveness of the health care system 
in general, by encouraging the 
development of standards and 
requirements to enable the electronic 
exchange of certain health information. 

Part C of title XI consists of sections 
1171 through 1179 of the Act. Section 
1172 of the Act and the implementing 
regulations make any standard adopted 
under part C applicable to: (1) Health 
plans; (2) health care clearinghouses; 
and (3) health care providers who 
transmit any health information in 
electronic form in connection with a 
transaction covered by 45 CFR part 162. 

In general, section 1172 of the Act 
requires any standard adopted by the 
Secretary of Health and Human Services 
(the Secretary) under this part to be a 
standard that has been developed, 
adopted, or modified by a standard 
setting organization (SSO). The 
Secretary may adopt a different standard 
if the standard will substantially reduce 
administrative costs to providers and 
health plans compared to the 
alternatives, and the standard is 
promulgated in accordance with the 
rulemaking procedures of subchapter III 
of chapter 5 of title 5, U.S.C. 

Section 1172 of the Act also sets forth 
consultation requirements that must be 
met before the Secretary may adopt 
standards. In the case of a standard that 
is developed, adopted, or modified by 
an SSO, the SSO must consult with the 
following Data Content Committees 
(DCCs) in the course of the 
development, adoption, or modification 
of the standard: The National Uniform 
Billing Committee (NUBC), the National 
Uniform Claim Committee (NUCC), the 
Workgroup for Electronic Data 
Interchange (WEDI), and the American 
Dental Association (ADA). In the case of 
any other standard, the Secretary is 
required to consult with each of the 
above-named groups before adopting the 
standard and must also comply with the 
provisions of section 1172(f) of the Act 
regarding consultation with the National 
Committee on Vital and Health 
Statistics (NCVHS). 

Section 1173 of the Act requires the 
Secretary to adopt standards for 
transactions, and data elements for such 
transactions, to enable the electronic 
exchange of health information. Section

VerDate Jan<31>2003 17:54 Feb 19, 2003 Jkt 200001 PO 00000 Frm 00049 Fmt 4701 Sfmt 4700 E:\FR\FM\20FER2.SGM 20FER2


